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be hit with malware. If you're savvy enough to not get infected, you
may spot the malware running before it does real harm to your PC,
but don't be too sure. The most effective way to rid your computer
of malware is to use a piece of malware removal software. On
Windows, there's a wealth of malware removal tools, from some
good-old-fashioned uninstallers to cleaning tools that let you get
rid of malicious processes and files. On macOS, you have the built-
in OS X malware removal tools that alert you when and where
malware resides, and you have cleaning tools too, of course, but
it's more of a game of cat-and-mouse than in the Windows world.
However, malware can get pretty well-hidden. We've all seen the
spate of ransomware that locks up your system, but the true
stealthy malware is the keylogger, which sits in wait and records
all your keystrokes, screen shots and even audio, and then sends
them back to the attacker. You would be surprised how many
malicious programs have been hiding in plain sight, such as the
Twitter plug-in for Chrome that sends every URL you visit back to
Twitter. Or the fake add-on for Google Chrome that sits in the
background sending screenshots of your browser back to a server
in Australia. (And Google still hasn't undone the damage -- it's a
real Google Chrome extension, installed by default). We've also
seen malicious programs built into the Windows desktop and file
explorer, which we can't uninstall, such as the rogue Notepad
replacement mentioned earlier. I've seen more than one person's
Windows desktop immediately after a malicious software
installation, looks just like the old-timey analog computer desktops
back in the 1980s. They also look the same when we look at the
registry, because these pieces of malware sit between us and the
registry. Malware sneak f988f36e3a
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